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Part 1:
Are You Ready
for the New
World of IT?
A few years ago, IT teams focused on
technology. The CIO would ask: “What does
this technology do and why is it better than what
we currently use?” Now, IT teams no longer just
purchase and maintain technology.
They are under pressure to innovate and provide
measurable value to the business. The CIO must
ask now: “How can this new technology help us
deliver an amazing customer experience and
outperform our competitors?”
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A Big Historical Shift

What’s Inside this Guide?

According to a recent report, 75 percent of
technology leaders said that IT is in the midst of
its biggest historical shift.

This guide outlines how you can achieve the
benefits of the cloud quickly while freeing
your internal team to focus on innovation and
business growth.

The report calls IT “the central nervous system
driving business success, partnering with
departments to orchestrate experiences with
connected data sources and new capabilities.”

The Cloud is Here to Stay
IT teams are turning to the cloud to give their
enterprises a competitive edge. In fact, they are
utilizing more cloud services than ever to gain
agility and drive the business forward.
IDC stated that the cloud will account for 60-70
percent of all software, services, and technology
spending by 2020.
But as your cloud environment grows, it can be
challenging to manage all of the moving parts
and keep your data secure, especially if your
internal IT team is short on time and resources.
Many enterprises partner with managed cloud
providers to minimize the burden on their inhouse team and take advantage of the flexibility
that the cloud offers.

In this guide, you will discover:
• How much the IT skills gap is costing your
enterprise
• The 4 levels of the managed cloud and
which one is the best fit for your enterprise
• 5 proven ways to get buy-in for your cloud
initiatives
• The #1 cloud migration mistake (and how
to ensure a successful move to the cloud)
• Keys to keeping your data secure in the
cloud
• Special considerations when moving your
mission-critical SAP systems to the cloud

60 percent
of all IT
infrastructure
will be in
the cloud by
2020.

Successful Partnerships Required
With the right managed cloud partner, you can
drive the most value from your cloud investments
and succeed in the new world of IT.
Read on for tips on how to minimize your risks
and ensure a successful partnership.
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Part 2:
What is Managed
Cloud and is it
Right for Your
Enterprise?
The collective experience at a managed service provider
can propel you to the cloud faster by giving you the
right combination of services and customization. Before
choosing a managed cloud provider, be sure to clearly
define your goals and what is necessary to outsource.
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The New Face of the CIO

The True Cost of a Cloud Skills Gap

The role of the chief information officer (CIO) is
changing.

CIOs often don’t have the internal resources that
they need to innovate and drive their enterprises
forward. Many IT teams are short-staffed and
overworked. It’s difficult for them to innovate
when they spend most of their time keeping the
lights on.

Five years ago, CIOs believed that their top
two skills were “technology know-how” and
“implementing and deploying technology.”
Now, according to a study by Forbes, CIOs
think their most important skill is “contributing to
corporate strategy.”
“Technology know-how” has dropped to
number seven on the list of essential CIO skills.
In the study, 40 percent of CIOs stated that their
role will “be essential in successfully formulating
customer-facing solutions, creating global
capabilities, developing new revenue-earning
opportunities, and fostering innovation within
their companies.”
In fact, CIOs that harness the power of digital
technologies could eventually become chief
executive officers (CEOs).
About 70 percent of the CIOs surveyed believe
that success in these areas could increase their
chances of getting a corner office.

CIOs have a hard time finding employees who
are skilled in hybrid and multi-clouds. Although
many IT pros have experience with a specific
service, such as Microsoft Azure or Google,
they often lack expertise in orchestrating multiple
clouds.

CIOs of the future will serve as:
• Business co-creators who
drive strategy and enable change
• Change instigators who take
the lead on technology-enabled
business transformation

According to a survey by CompTIA, 57 percent
of respondents cited cloud infrastructure and
applications as their most sought-after skills.
However, the IT skills gap is expected to get
worse. The U.S. Bureau of Labor Statistics
estimates that there will be about 1.3 million
unfilled IT positions by 2026.
Schools only produce 60,000 computer science
graduates each year – creating a considerable
gap. Since the competition for cloud talent is
fierce, CIOs are turning to managed services
providers to achieve a return on investment
(ROI) from the cloud.
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Managed Cloud
Is it Right for You?
The collective experience at a managed service provider can propel you to the hybrid cloud faster by
giving you the right combination of services and configuring it for you to achieve the right business results.
For example, it may take you months to create a hybrid cloud in Microsoft Azure that spins up compliant
workloads with full backups and disaster recovery. A service provider, who is doing this task every day,
can accomplish it in a week and can package multiple cloud services into a single ready-made cloud
solution.

The Advantages
• Free your internal team for innovation
while your partner handles your day-today cloud admin. They can take care of
updates, security patches, adding new
features, and any other items that bog down
your internal team.

• Quickly provide business units with
services and apps. For example, you can
swipe your credit card and gain immediate
access to 10,000 servers. This allows you to
scale without placing stress on your internal
IT environment.

• Simplify your cloud admin and billing.
Managed cloud providers serve as a single
point of contact for all cloud licensing,
billing, customer support, and help desk
services.

• Move from a CAPEX to an OPEX spending
model. With a managed cloud partner, you
don’t need to invest in IT equipment. Take
advantage of your partner’s environment
for a predictable, monthly cost.

• Place governance and security controls
around your public cloud services. Public
cloud environments may not come with
strict controls. When you partner with a
managed cloud provider, you can define
your governance and security parameters.

• Start small. You don’t need to go all in with
a managed cloud provider right away. You
can start by outsourcing your non-essential
cloud services. Once you are comfortable,
you can outsource the management of your
mission-critical environments, such as SAP.

What Is the Managed Cloud?
In a managed cloud model, a thirdparty partner can implement and
manage all of your public and private
cloud services.
This allows you to take advantage of the
flexibility that the cloud offers without
placing a burden on your internal team.
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The 4 Levels of Managed Cloud
Understanding the Differences
Before you choose a managed cloud provider, get clear on your goals and what you want to outsource.
To help you decide, this graphic shows you the four levels of managed public cloud and what you can
expect with each option.
The Difference
SYNTAX
Cloud
FIT Cloud
(M-App
M-SAP)
(M-App or M-SAP)

Applications

Applications

Applications

Applications

Data

Data

Data

Data

Runtime

Runtime

Runtime

Runtime

Database

Database

Database

Database

O/S

O/S

O/S

O/S

Backup

Backup

Backup

Backup

Virtualization

Virtualization

Storage
Networking

Included

Servers

Servers

Virtualization
Servers

Traditional managed services
Provide a management layer on top of
your existing infrastructure.
Managed cloud
Providers increase your flexibility by
allowing you to run your infrastructure in
a private, public, or hybrid cloud.
Included

SYNTAX
Cloud
FIT Cloud
(M-PaaS)
(M-PaaS)

Included

SYNTAX
Cloud
FIT Cloud
(M-IaaS)
(M-IaaS)

Included

AWS & MS Azure
Azure DIY
DIY
(Iaas)
(IaaS)

Virtualization
Servers

Storage

Storage

Storage

Networking

Networking

Networking
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Level 1: (IaaS)
Infrastructure-as-a-Service
Infrastructure-as-a-Service offers virtualized
computing resources via the cloud. In this model,
your cloud provider handles your networking,
storage, servers, and virtualization.
You can build your own IaaS platform in house.
Alternatively, you can go with a public cloud
provider, such as Microsoft Azure, Amazon
Web Services (AWS) or Google Cloud. These
vendors give you a pre-defined set of services
that serve as an on-ramp to the cloud.
One of the top benefits of IaaS is cost savings. It
allows you to reduce your CAPEX, as you don’t
need to invest in hardware and infrastructure.
Other IaaS benefits include increased agility.
Since you pay for these services monthly, you
can quickly scale your environment to match
your business demands.
Many IaaS providers also guarantee their
uptime, so you don’t need to worry about your
systems crashing.
However, IaaS providers only offer service level
agreements (SLAs) on your infrastructure – not
on your systems. If one of your core applications
goes down, you are responsible for getting it up
and running.

In fact, an IaaS model requires you to handle
much of your IT environment in house. Many
companies don’t realize that they need to take
care of their backups, applications, and data
until after they sign an IaaS contact.
Then, months later, they realize that their servers
have never been patched and they could lose
their data.

Level 2: (M-IaaS)
Managed IaaS
With Managed IaaS, you can outsource your
infrastructure and its management. This service
includes everything that you get with IaaS,
along with a team to handle the following:
•
•
•
•
•

Backup, restoration, and disaster recovery
Operating system management
Patching
Security
Monitoring

M-IaaS provides all the benefits described in
Level 1. In addition, your M-IaaS provider will
monitor your infrastructure and systems 24/7.
If something happens, they can quickly resolve
issues.

However, M-IaaS won’t let you achieve the full
benefits that a managed service provider can
offer. You still need the in-house resources to
manage your applications and data.

Level 3: (M-PaaS)
Managed Platform-as-a-Service
With Managed Platform-as-a-Service, you can
build and update applications without the need
to maintain your development infrastructure in
house. It includes everything in Levels 1 and 2,
along with database management.
With M-PaaS, developers can take applications
to market faster while avoiding the high costs of
maintaining the infrastructure.
Your provider handles the provisioning and
allows you to scale, as business needs change.
Your MSP will also monitor your environment,
so you can free up your internal team for
innovation.
However, if you are looking for all-in-one
managed services, M-PaaS may not be the
right choice for you. With M-PaaS, you’re still
responsible for your applications and data.

Your M-IaaS provider can also give you higher
levels of security and performance than those
included with standard IaaS services.
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Level 4: (M-Apps)
Managed Apps
Managed Apps is the general contractor for
IT services. When you work with an M-Apps
provider, they oversee all of your cloud services.
That way, you don’t need to manage each
vendor separately.
M-Apps covers everything in Levels 1-3,
along with runtime, data, and applications. An
M-Apps provider can manage all of your public
and private cloud applications, along with
mission-critical systems, such as SAP. M-Apps is
the best option if you want to reap the benefits of
the public cloud without putting a strain on your
internal resources.

M-Apps is
the general
contractor
for IT
services.
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Part 3:
How to Get
Buy-In for
the Cloud
Find out which benefits each
stakeholder wants to achieve from
the cloud and tailor your work and
messaging to those benefits. When
you approach each stakeholder,
make sure you speak to their
challenges and goals.
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Pitching IT to Key Stakeholders
5 Winning Strategies
The cloud impacts your entire enterprise – from your customer experience to your data security. Since the
cloud has such far-reaching effects, it’s not something that only the IT team is responsible for. It’s critical to
get buy-in from across your enterprise before you move workloads to the cloud. For example, you may
need to gain consensus from the CEO, the CFO, the board of directors, and the employees who will use
your cloud services on a daily basis.
1.1.Show
Show
thethe
benefits
benefits
Many IT pros love to talk about technical
features. However, your executive team may not
be interested in the latest technology. Instead,
they want to know how the cloud will impact
your business.
For example, will it allow you to develop
products faster and beat your competitors to
market? Will it help you give customers more
responsive service, ultimately increasing loyalty
and reducing churn?
According to research by the Havard Business
Review, cloud services accelerate the benefits
that IT brings to an organization in four ways:
•
•
•
•

Business agility
Increased innovation
Cost reduction
Scalability

Find out which benefits each stakeholder wants
to achieve from the cloud. For example, your
CFO may want to reduce your risks, while the
CEO wants a competitive edge.
Meanwhile, employees may need fast access
to apps that make it easier for them to do their
jobs. When you approach each stakeholder, be
sure to speak to their challenges and goals. The
better you align your “cloud pitch” with what
others want, the more likely you will get buy-in.
“Convincing your board to invest in new
technologies can be tough. Taking 100 little
steps towards a digital transformation can
help.“
Michael Heuberger
CEO
Syntax Americas
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Address
objections
2.2.Address
objections
When you talk to others about the cloud, you’ll
encounter some objections. Some people may
think that the public cloud isn’t secure.
Other stakeholders may worry that your
operations will grind to a halt if the migration
goes wrong. You’ll also find people who don’t
like change … period.
Before you meet with specific stakeholders,
try to anticipate their objections. Come armed
with information that will make them more
comfortable with the cloud. For example, you
can show any early successes that you have
had with cloud services.
You can also discuss how you will address
common cloud issues such as data security and
disaster recovery.
Find
evangelists
3.3.Find
evangelists
Partner with evangelists who are excited about
the cloud and are willing to promote it to others.
You will gain buy-in quicker if you work with
two types of evangelists – senior leaders and
employees.
Executive evangelists will help you drive change
from the top down. They can convince skeptical
stakeholders that the cloud is essential to doing
business today. They can also champion your
cause to the CFO and help you secure budget.

Employee evangelists will help you drive change
from the bottom up. For example, they can give
you insights into which cloud services will make
their teams more productive and efficient.
They can also offer informal support to their team
after you bring in new cloud applications. This
will speed up your onboarding while reducing
calls to your help desk.
Get
clear
budget
and
resources
4.4.Get
clear
onon
budget
and
resources
One of the first questions that you will hear about
the cloud is, “How much is this going to cost?”
Work with your potential managed cloud
provider to prepare a cost analysis that you
can share with stakeholders. Try to determine
how your costs will change as your environment
grows.
Also, get clear on any other resources that
you need. For example, do you need in-house
personnel to manage parts of your environment,
or will your managed cloud provider take care
of everything?
Onboard
and train
5.5.Create
onboarding
and training plans
The success of your cloud migration depends
on how fast you can onboard employees and
get them to use your new applications. The
better you onboard employees, the more you
will reduce shadow IT and the security risks that
come with it.

Diversify your training with programs like:
•
•
•
•

A knowledge base
In-person training (Ex: “lunch and learn”)
Video tutorials
One-to-one sessions with someone from
your IT team or an employee evangelist
• Helpdesk support

Ongoing Buy-In is Critical
Getting buy-in is an ongoing process. Continue
to educate stakeholders after you migrate your
applications to the cloud. Offer employees
ongoing training and provide senior leadership
with regular updates on how your cloud initiative
is helping the company gain efficiencies,
innovate, and drive revenue.

You’ll find
people who
don’t like
change …
period.
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Part 4:
Developing
a Successful
Managed
Cloud
Strategy
The time and effort you invest in
creating your cloud strategy will help
you better manage cloud expectations,
scope, and risks.
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Managed Cloud
10 Steps to Build a Winning Strategy
If you’re transferring your workloads to the public and/or private cloud, you might be under pressure to
deliver a quick, cheap, and high-quality migration. However, it’s impossible to hit all three of these targets.
If you speed through your migration, you run the risk of moving your data to unreliable cloud systems. Then,
you will spend more time and money troubleshooting problems. Meanwhile, cheap migrations often lead
to downtime.
If you need to keep users up and running, you must invest in state of-the-art hardware or third-party software
to ensure a fast migration. And, high-quality migrations are time consuming, as they require extensive testing
and troubleshooting. A successful cloud migration requires flexibility in at least one of these three areas.
When you develop a cloud migration strategy, you can achieve many benefits – such as greater agility
and the ability to launch services faster. Here are 10 steps that will ensure your cloud migration is a success:
Get
clear
where
you
now
1.1.Get
clear
onon
where
you
areare
now
Start by assessing your environment. How are
your current systems performing? Can you
improve their performance, reliability, or security
if you move them to the cloud? Which systems
should you replace or retire?
Look at your existing environment from a
business perspective and determine which
pieces you want to carry forward. You may find
value in your legacy environments but retiring
these systems can allow you to leverage new
business models and drive more value for your
enterprise.

Which
systems
should you
replace or
retire?
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Decide
what
move
cloud
2.2.Decide
what
to to
move
to to
thethe
cloud
Test the waters before you move your missioncritical applications to the cloud. Start by
migrating the systems that have the least impact
on your users.
This allows you, and your managed services
provider, to create best practices that will
minimize downtime during migration. Once
you achieve results, you can move your core
business systems, such as your SAP environment,
to the cloud.
3.3.Prepare
your
systems
forfor
migration
Prepare
your
systems
migration
Many enterprises have had their legacy
environment in place for 10 to 20 years. During
this time, their systems have built up large
volumes of mission-critical data.
When moving to the cloud, you must minimize
downtime to these systems so that service level
agreements (SLAs) are met and your business
remains in operation.
Before you begin a cloud migration, work with
your managed services provider to understand
how your data volume will impact your
downtime.
Your provider can minimize downtime by
ensuring that your data is in good health before
its migration to the cloud.

Allow your provider enough time to clean your
data and get rid of anything you no longer
need. If you wait until the eleventh hour to
address this, you will likely need to delay your
project or scramble to cleanse your data.

Test
everything
6.6.Test
everything

Understand
your
systems
4.4.Understand
your
systems

That way, you won’t discover that they can’t
perform tasks that are essential to their jobs after
the migration is complete. Be sure to test your
applications to ensure that they perform the way
users expect them to perform.

Before you migrate your data to the cloud,
understand how all your systems interface with
each other. For example, your SAP environment
may integrate with third-party applications
across your enterprise.
Many IT teams don’t keep a reliable record of
how everything is connected, which can cause
a number of problems down the road. Those
without reliable records are most susceptible to
failure during a cloud migration.
You can avoid this by working with a partner to
create a catalog of your interfaces before you
move systems to the cloud. If you wait until your
migration to document these connections, you
may face project delays.
Leave
time
your
network
5.5.Leave
time
to to
setset
upup
your
network
Setting up network connections might take up to
eight weeks. Be sure to order your links well in
advance and prepare your connections before
the cutover date. A strong network connection
and ample bandwidth will minimize downtime
during your cloud migration.

Many IT teams treat a cloud migration like a
purely technical project. However, you must
also involve your end users in your migration.

Testing is also critical if you run a highly
customized environment. The more you have,
the more complex your migration.
If your internal team doesn’t have the time or
resources for extensive testing, your managed
cloud provider can take care of this for you. They
can also give you proof of concept before the
migration.
7.7.Minimize
your
downtime
Minimize
your
downtime
Some stakeholders in your enterprise may
expect zero downtime when you move your onpremises environment to the cloud. Alternatively,
they may instruct you to complete the migration
within an unrealistic timeframe.
Before a migration, tell your cloud provider
about your expectations and agree upon a
reasonable time frame. You may also need to
educate stakeholders about what’s realistic.
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If you can’t tolerate downtime, you can bring in
third-party tools to minimize it. For example, SAP
has native tools that can reduce your downtime
in certain conditions. However, any hardware
or software that minimizes your downtime will
most likely be expensive.

physical device, connecting it to the network,
and making it available for the data upload.

Ask if the cost of the tool is worth the uptime that
you will gain during the migration. If you could
lose millions for every hour that you are down,
the cost of a third-party tool that provides you
with near-zero downtime might be worth it.

Have
a back-out
back-up
plan
9.9.Have
a back
out or or
back
up plan

Your cloud partner can evaluate your landscape
and requirements to help you find the optimal
solution. If you don’t want to bring in thirdparty tools, plan your migration thoroughly and
allow for as much downtime as the business can
tolerate.
Transfer
your
data
8.8.Transfer
your
data
You might be able to push small volumes of data
over your network if you have a fast connection.
However, this isn’t possible with massive
quantities of data.

Private cloud providers are often more flexible
about receiving your device and getting it online
quickly.

What will you do if your migration fails? For
example, your transfer media may break, or
something unexpected could happen at your
target data center.
How will your managed cloud provider address
unexpected downtime and restore service to
your end users – without them noticing that
something went wrong?
Dedicate as much time to creating a back-out or
back-up plan as you do to planning a migration.
Don’t leave any loose ends that prevent you
from rolling back if things don’t go as planned.
10. Stick
Sticktotoone
oneproject
projectatataatime
time
10.

But from a technical perspective, it’s better to
complete one major change at a time. This
makes it easier for you to roll back if you have
a failure. You can also resolve issues faster if you
manage one project at a time.

The #1 Cloud Migration Mistake
Successful cloud migrations don’t “lift and shift”
servers from one location to another. However,
many enterprises try to run their existing
environment in the cloud the same way they run
it on premises.
Doing this can increase your costs and
complexity, as most legacy systems aren’t
designed or suited for a cloud environment.
If you have outdated and slow hardware, or run
old versions of software, you may not have a
direct path for migration.
You can reduce your cloud complexity by
preparing your systems and ensuring that they
are in optimal condition before you move them
to the cloud.

You will need to transfer your data to a physical
device and then ship it from your source data
center to your public cloud provider.

Some enterprises may use a cloud migration to
address several IT projects. For example, they
may try to combine an SAP version upgrade
with a migration.

You can also minimize your complexity by
asking your cloud provider for proof of concept
early in the migration.

Hyperscale public cloud providers, such as
Microsoft Azure and Amazon Web Services
(AWS), might not offer SLAs for receiving a

They often think that completing multiple projects
at once will minimize their downtime or allow
them to save money.

The time and effort you invest in this step will help
you manage your expectations, scope, and
risks.
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Part 5:
How to Keep
Your Data
Secure in the
Cloud
If you don’t have the best security tools
and practices in place, your business
is at risk. Find out how to protect your
company’s data in the cloud.
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Data Security
5 Ways to Protect Your Cloud Data
CIOs must address several security concerns when they move their data to the cloud. Risks such as
cybercrime, internal threats, and accidental data loss can cost enterprises millions in lost revenue and brand
damage. Having open access in the public cloud is a concern because you are sharing server space with
others. And, when anyone at your organization can spin up a virtual machine … anyone will …. and that’s
a problem. If you don’t have the best security tools and practices in place, your business is at risk. Here are
five ways to protect your company’s data in the cloud:
1.1.Show
Enforce
the benefits
your endpoint security and
system integrity regardless of cloud
location
It doesn’t matter if your cloud is public or
private. Your critical system files and behavior
should be correlated, monitored, and validated
automatically and efficiently.
2.2.Make
sure
that
allall
of of
your
security
Make
sure
that
your
security
requirements
are fully
implemented
in
requirements
are fully
implemented
the cloud
in the cloud
Mistakes made in the cloud have greater
exposure and opportunity for exploitation
by hackers. For example, a misconfigured IP
address would not be internet routable on an
internal network. But in a public cloud, it’s easy
for outsiders to find your IPs.

“Even as you adopt a big-picture
strategy, stay focused on security
and governance.
With each new headline in the
media about data misuse, these
issues get more intense attention
from the highest levels of the
organization.”
Michael Heuberger
CEO
Syntax Americas
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3.3.Protect
Beware
yourself
of phishing
from phishing
attacks attacks
Many enterprises still rely on anti-virus software
to protect themselves from phishing attempts.
However, these tools only address known
attacks. With almost 1.5 million phishing sites
created each month, your anti-virus software
may not be able to spot new, unknown attacks.
In addition to anti-virus protection, be sure to
employ next-generation phishing defense. These
tools can include:
• Reputation-based filtering to block
suspicious uniform resource locators (URLs)
• Endpoint detection and response software
to validate all files and emails that access
your machines
• An intrusion detection system to monitor
your network for threats
• Intrusion protection to prevent your
endpoints from reaching out to phishing
sites
• Domain name system (DNS) protection
to cut off attacks before they blossom by
preventing phishing emails and dropper
viruses from pulling down their guts from
their servers
• Sender Proxy Frameworks (SPFs) that
keep malicious content out of your inbox by
validating that incoming emails come from
an authorized host

Ensure
that
public-facing
servers
4.4.Ensure
that
public-facing
servers
don’t
don’t
become public-facing
become
public-facing
problems
problems
It’s harder to hide your security weaknesses
when they’re directly on the internet and not
behind the safety of a private cloud.
5.5.Control
administrative
access
to to
your
Control
administrative
access
public
cloud
accounts
your
public
cloud accounts
If the wrong person accesses these accounts,
they could destroy your entire business in just
a few hours. Alternatively, they could use your
cloud services to mine cryptocurrency and cost
your company thousands, or even millions, of
dollars in computing spend.
Identity and access management (IAM) lets you
control who can use your cloud services. For
added protection, be sure to apply your IAM
policies to logins from different devices.
It’s also important to create detailed records
for compliance and security audits, especially
around how, where, and when information is
accessed – along with who is accessing it.
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The Risk of Shadow IT
4 Steps to Minimizing Risk
If you’ve read any shadow IT advice, you’ve likely heard that you should give end users a large portfolio of
services to choose from. This, supposedly, will prevent them from purchasing unauthorized cloud services.
While it’s important to provide good customer service and offer users flexibility, even the largest cloud
portfolio won’t solve your problems. Some employees will still go around you to get services that you don’t
offer or can’t provide fast enough. Reducing shadow IT requires you to put the right security policies and
tools in place. The following four steps will help you minimize your shadow IT risk:
1.1.Think
of of
a cloud
contract
like
any
other
Think
a cloud
contract
like
any
business
othercontract
business contract
Most of the people who purchase public cloud
services don’t have the authority to take on
business risks. They don’t consider a public
cloud contract as legally binding, like any other
type of contract.
For example, someone in the marketing
department wouldn’t sign a contract for new
office furniture. So, they shouldn’t sign a cloud
contract that could lead to millions of dollars in
damages if your public cloud data is stolen.
Make it clear to employees that your legal team
needs to analyze all contracts, especially cloud
contracts.

1.2.Think
Let employees
of a cloud contract
know the
likerisks
any othe
Often, employees aren’t aware of shadow IT
risks. Without the proper governance, they can
upload your data to public environments that
are not secure.
Inform employees of these risks and let them
know that they could face consequences if they
put your data in unauthorized cloud services. For
example, in some cases, it’s a felony to disclose
sensitive data in a public forum.
See the Internal Communications Template on
the following page for an example of a warning
that you can modify and share with your
employees.
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right
security
tools
in place
3.3.PutPut
thethe
right
security
tools
in place
The following security and monitoring tools can
help you minimize shadow IT:
• Data loss protection technologies: to help
you detect when someone copies data to
the public cloud
• Behavioral analytics: to learn if your
servers are suddenly talking to the public
cloud a lot
• Encryption: to prevent unauthorized users
from viewing your data
Take
a layered
approach
4.4.Take
a layered
approach
to to
IT security
You won’t find a “one-size-fits-all” tool that
will make you secure. Instead, you must build
a layered defense that includes multiple tools,
policies, and best practices. Each new layer will
remove some of your risk and “slow the flow” of
a potential attack.
Think of your IT security like
a colander. When you pour
water into a colander, it rushes
through the holes. But if you
stack several colanders on top
of each other, you will block
the holes.

Risk

Eventually, just a few drips of water will escape
through the bottom. While you will never be 100
percent secure, you can fill most of your holes.

Internal Communications Template
As a reminder, usage of third-party
hosting providers without approval from
procurement, engineering, and security is
prohibited.
We have a diverse set of technical controls
and administrative controls in place to ensure
that our company and customer data is
protected in IT environments.
You are not authorized to start your own
public cloud.
You also may not copy data or perform work
in these unauthorized environments.
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Before Moving SAP to the Cloud
5 Key Security Considerations
A single SAP system can house data from across your business including your HR, finance and product
development departments. With so much sensitive data – all in one place – it’s not surprising that SAP
systems are a juicy target for hackers. According to a recent survey, 89 percent of security professionals
predict that attacks on SAP systems will increase.
Despite the risks, many enterprises fail to secure their SAP applications when they move them to the cloud.
They make the mistake of assuming that their SAP systems are secure out of the box. However, SAP expects
you to handle your own security including ongoing maintenance and patching. Here are five security
considerations that can impact SAP in the cloud:

1.1.Show
Yourthe
monthly
benefits
infection rates

3.2.Protect
Your yourself
Security from
Alarms
phishing attacks

Enterprises track their vital business metrics –
from their monthly revenue to their employee
turnover rate. However, we have found that
less than five percent of enterprises know their
monthly infection rate or when their last security
event occurred.

Your security alarms give you the pulse of
your company. However, most IT teams
are understaffed and don’t have the time or
resources to monitor network traffic. Look for
automated tools that generate alarms whenever
something suspicious happens in your SAP
environment.

These numbers are two of the most important
metrics that a business should track. You should
also track your external vulnerabilities and
malware events.
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How
threats
enter
your
network
3.3.How
threats
enter
your
network
According to Cisco, 77 percent of breaches
start with an email. Meanwhile, the access point
for 19 percent of breaches is web downloads.
Many enterprises think that firewalls will block
malicious content. But firewalls only secure the
perimeter of your network. To stop threats, you
must cut them off at your entrance points.
Look for an endpoint protection solution that
blocks threats in real time across all areas of your
network – including your SAP infrastructure, the
DNS level, and your mobile devices.
4.4.Are
you
simply
checking
thethe
box?
Are
you
simply
checking
box?
Is IT security something you do to pass an audit
or something you do to protect your enterprise?
Many enterprises treat IT security as something
that they need to do to pass an audit. However,
“checking the box” for audits doesn’t make you
secure. Instead, you must take a holistic view
of IT security to both protect your business and
pass audits.
Your
security
tools
5.5.Your
security
tools
Does your enterprise rely on legacy technologies
that are decades old? If so, you’re a ticking time
bomb.

These systems can’t keep pace with today’s
threats. Look for next-generation technologies
that can identify malware, phishing, and
hacking tools and prevent them from getting
onto your network.
New technologies will also spot changes in user
behavior that can put you at risk. For example,
if an unauthorized employee tries to access an
SAP application, the security tool will send you
an alert.

To stop
threats,
you must
cut them
off at your
entrance
points.
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Managed Security Services
10 Questions to ask Your Provider
Many CIOs are turning to managed security service providers (MSSPs) to protect their cloud data without
straining their limited, internal resources. However, choosing the right MSSP can be a daunting task. MSSPs
often sound similar on paper, which makes it hard to determine if they can meet your unique business and
IT needs. Here are 10 questions that will help you identify the right MSSP:
How
1. How
will they
will handle
they handle
your your
sensitive
data?sensitive data?
Get clear on security goals and requirements
before you speak with an MSSP. For example,
do you need to store any of your data on
premises? Does some of your data require
different levels of control and protection? Must
you comply with General Data Protection
Regulation (GDPR)? After you get clear on your
requirements, determine if your MSSP will meet
your needs.
2. they
Do
extensive
experience
with
Do have
they have
extensive
experience
incident
response?
with
incident response?
Ask how many incidents your MSSP has
worked, along with their severity. Also find out
if they have partnered with outside teams after
a breach, such as law enforcement and legal
counsel. Can you trust your MSSP to serve as a
go-between and protect your employees?

3.3.Can
Can
they
they
share
share
client
success
success
stories?
stories?
Does the MSSP have stories about how they’ve
helped customers, especially those in your
industry? These stories can give you an idea
of how well the MSSP solves problems. For
example, do they only do the bare minimum,
such as reporting a breach? Or do they take
steps to clean it up?

Did you know?
Enterprises that outsource their antimalware and endpoint protection
have lower infection rates than
those who manage these items in
house.

4.4.What
they
provide
in terms of
Cancan
they
provide
credible,
credible,
detailed
references?
detailed
references?
You may not be able to speak with a customer
reference, as most enterprises won’t put
themselves at risk by discussing their security
challenges or which MSSP they use. But there
are other ways to find out if your MSSP is
credible. For example, they can show you
endorsements from leading IT vendors. They can
also give you a list of certifications to prove they
keep their skills and technologies up to date.
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What
happens
if they
5. What
happens
if get
theybreached?
get breached?
Googling your MSSP can reveal breaches that
you didn’t hear about in the news. After all, you
don’t want to hire an MSSP and later find out
they were involved with a major breach.
Also ask what will happen if your MSSP gets
hacked. How will they respond? How quickly
will they notify you of the breach? What are their
legal requirements?
6.6.DoDo
they
analyze
every
trouble
ticket?
they
analyze
trouble
tickets?
Many MSSPs simply turn on the lights and
bill you. For example, they use tools to track
your environment and will only notify you of a
problem after it impacts you. Make sure that your
MSSP automates their ticket generation and logs
all their work. This increases their accountability:
problems can‘t be ignored, no matter how trivial
they appear.
Do
security
7. they
Do use
theythe
uselatest
the latest
security
technologies?
technologies?
Your MSSP should not only offer the latest
technologies but also use them internally. If they
rely on technologies that are three generations
old, how can they provide you with quality
service? Ask your MSSP what tools they use for
their customers and for their own IT environment.
Also ask how they keep up to date with the latest
security best practices.

8.8.DoDo
they
have
experienced
staff
in in
they
have
experienced
staff
your your
time zone(s)?
time zone(s)?
Your security risks increase during the hours that
your employees work. It’s critical to choose an
MSSP who keeps similar office hours. That way,
they will be available when you are at your most
vulnerable.
9.9.DoDo
they
have
qualified
employees?
they
have
qualified
employees?
The IT skills shortage doesn’t just impact
enterprises – it also impacts MSSPs. Many
vendors struggle to find qualified employees, so
they hire whomever is available, so they can get
billable hours.
Make sure that your MSSP assigns skilled
technicians to your account. If you use
technologies such as SAP or Cisco, look for an
MSSP who is a certified partner. That way, you
can rest assured that your MSSP has people on
staff who know how to implement and run your
core systems.
10.
10. Do
Dothey
theystandardize
standardizeofferings?
offerings?
Look for an MSSP that offers packages at
transparent rates. Also get clear on how your
pricing will change as you add more services,
or your IT environment expands in the future.
Many MSSPs offer a low base price, but their
fees dramatically increase as your environment
grows.

The Cybersecurity Skills Gap
The cybersecurity skills gap will likely get worse
before it gets better. Cybersecurity Ventures
predicts a global shortage of 3.5 million
qualified professionals by 2021.
Working with an MSSP can help you keep
your environment secure – while you free up
your internal IT team for more strategic projects.
The right MSSP won’t just email you when they
detect a threat; they will help you identify gaps
in your security and put you on a path that will
minimize your risks.

It’s critical
to choose
an MSSP
who keeps
similar
office hours.
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Part 6:
Measuring
Your Cloud
Success
Before you partner with a
managed cloud provider, define
your return on investment (ROI) so
that you have metrics that you can
measure later.
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What‘s the ROI?

5 Cloud Metrics to Track

Moving your workloads to the cloud and
engaging a managed cloud partner can help
you achieve several benefits, such as increased
agility and innovation. There is one main
question you should ask yourself.

Their top five key performance indicators (KPIs)
include the following:

How do you measure your cloud initiatives
to ensure that they are adding value to your
enterprise?
Before you partner with a managed cloud
provider, define your return on investment (ROI)
so that you have metrics that you can measure
later. Not sure what to track? More than half
of IBM’s respondents use financial metrics to
measure their cloud success.
According to a study by IBM, 74 percent of
business leaders “consistently and objectively
compare their achieved ROI with the original,
expected ROI for their enterprise cloud
initiatives.”
Source: IBM Institute
for Business Value
analysis

74%

1. Increase
in revenue
Increase
in revenue
margin margin
Rate
change
in reduction
of total costofoftotal
2. ofRate
of change
in reduction
ownership
cost of ownership
3. Increase
in provisioning
speed
Increase
in provisioning
speed
4. Speed
of multi-sourcing
Speed
of multi-sourcing
Quality
of perceived
user experience
5. Quality
of perceived
user
experience
If you’re working with a managed cloud
provider, you should also track how they are
helping you achieve your goals.

“Even as you adopt a big-picture
strategy, stay focused on security
and governance. With each new
headline in the media about data
misuse, these issues get more intense
attention from the highest levels of
the organization.”
Michael Heuberger
CEO
Syntax Americas

28

Managed Cloud Providers
5 Ways to Determine the Value
Here are five ways to determine if your managed cloud provider is driving value for your enterprise:
1.1.Show
Yourthe
goals
benefits
Refer to the goals that you set before you chose
a managed cloud partner. Have you achieved
any of them? If not, are you well on your way
towards achieving ROI?

For example, it can help you take products to
market faster. Cloud services can also make
your employees happier and more efficient with
quicker access and less friction to apps. How is
your managed cloud provider helping you see
benefits in these and other areas?

Your
costs
2.2.Your
costs

Your
service
level
agreements
4.4.Your
service
level
agreements
(SLAs)

Review your previous internal costs against what
you pay for managed cloud services. How much
did you pay for the cloud before you moved to
a managed services model? How much are you
paying now?

Is your managed cloud provider meeting your
SLAs? For example, are your apps as available
as your contract states? Are they meeting your
security SLAs?

How do the benefits of working with a managed
cloud provider, such as decreased burden
on your internal team and increased agility,
compare against your expenses?
3.3.Your
soft
benefits
Your
soft
benefits

Track the Weekly
Performance
Choose a managed cloud provider
who tracks your happiness on
a weekly basis and continually
looks for ways to improve. If you
are unhappy with a service, your
managed cloud provider should
immediately address any issues
to ensure that you are getting the
most value.

Their
responsiveness
5.5.Their
responsiveness
How quickly does your managed cloud provider
respond to any issues? How many tickets have
you opened? How quickly were they resolved?
Your provider should track this information for
you and provide regular reports on how they
are performing.

In addition to financial benefits, such as
increased revenue and lower costs, the cloud
can bring you several soft benefits.
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Part 7:
What to
Look for in
a Managed
Cloud Partner
The right managed cloud partner won’t fall
from the sky. Many providers sound good
on paper but fail to deliver after signing a
contract. Discover what you should look for
in a managed cloud partner.
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Managed Cloud Partners
10 Qualities to Look For in a Prospective Partner
The right managed cloud partner won’t fall from the sky. With so many options, it can be challenging to
find a managed cloud partner who can meet your needs. Many providers sound good on paper but fail to
deliver after signing a contract. Here are 10 qualities to look for in a managed cloud partner:
1.1.Show
Extensive
the benefits
cloud experience
When you get on an airplane, you don’t want to
hear that it’s the pilot’s first commercial flight. The
same is true with your managed cloud provider.
While some startups claim that they have
experience with the managed cloud, many
have neither the experience supporting complex
environments nor the staff to provide 24/7
support.
For example, many integrators are getting into
the market. While they have expertise in the
technology, they often lack managed services
experience. If they are just getting into the
space, their managed cloud practice might be
small and cannot scale.

Many integrators work with offshore support
teams, which may not be ideal for your needs.
What will happen to your environment if your
provider is acquired or goes out of business?
Your core business systems, such as SAP, are
long-term investments.
Before you migrate these systems to the cloud,
develop a backup plan. That way, you can
migrate your environment quickly if your systems
outlive your managed cloud provider. Look for
a provider that has extensive experience with
multi-cloud environments, hosting, and data
centers. They should also have a solid business
foundation, healthy finances, and a plan for
long-term growth.
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2.2.Diverse
expertise
Diverse
expertise
Can the provider support your entire cloud
environment? For example, can they support
your private cloud, hybrid cloud, SAP systems,
and productivity suites?
Does their staff have the certifications needed
to manage these systems? Can they help you
migrate to different systems, platforms, or
applications? Also ask how many migrations
they have done to see their level of expertise.
3.3.Experience
in your
industry
Experience
in your
industry
Experience in your industry is critical if you are
in a highly regulated sector and your cloud
data must comply with government legislation.
For example, if you are in the life sciences
industry, can your partner help you comply
with U.S. Food and Drug Administration (FDA)
regulations?
4.4.Neutrality
Neutrality
One of the biggest complaints about legacy
software is getting locked into a long-term
contract with a vendor that doesn’t meet your
needs.
The cloud’s pay-as-you-go structure allows you
to avoid lock-in. However, many enterprises
focus their public cloud strategy around a single
provider.

All the major public cloud providers now offer
suites, bundles, or other all-in packages that are
designed to lock you in.
Placing all of your bets on a single provider
can lead to the same lock-in problems that
enterprises experienced with legacy software.
Although an all-in deal might look good when
you sign your contract, your vendor could fail to
live up to your expectations a few years down
the road.
For example, they might raise their rates
significantly, stop innovating, or remove services
that you need. Once you are locked in, it can be
extremely difficult to move your data to another
cloud provider.
Avoid vendor lock-in by working with a provider
that offers you choice. They should support the
right cloud for all of your workloads – whether
it is a different public cloud or your company’s
private cloud. When you negotiate your
contract, ensure that you can easily migrate to
another cloud if your provider doesn’t meet your
needs.
5.5.Strong
customer
references
Strong
customer
references
Before you create a shortlist, go through each
vendor’s reviews, case studies, and testimonials.
Also, you should read analyst recommendations
to find social proof that your partner will deliver
the results you are expecting.

After you narrow down your list, speak with
at least three customer references from each
vendor. Ideally, these customers should have
similar goals, challenges, and IT environments
as your enterprise.
When you speak with customer references,
ask how the vendor handled any problems
that arose during the migration. Their answers
can help you gauge the quality of the vendor’s
customer support.
6.6.Robust
security
and
compliance
Robust
security
and
compliance
Concerns about security have prevented many
chief information officers (CIOs) from moving
their applications and data to the public
cloud. In fact, 66 percent of IT professionals
cited “security” as their top concern when
implementing an enterprise cloud platform.
Your managed cloud partner can take measures
to protect your environment. But, depending
on the level of managed public cloud that
you choose, your provider likely won’t cover
everything.
For example, an IaaS provider will manage
your infrastructure but leave you responsible
for your application and data security. Conduct
a security assessment before you migrate to
the cloud. Ask what tools and best practices
you currently apply and then ensure the same
precautions are applied in the cloud.
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Transparent
payment
processes
7.7.Transparent
payment
processes
Public cloud bills are notorious for their
complexity. Providers have thousands of line
items that they can include in your monthly
invoice. It can take a team of consultants to
review your invoices and assign each item to a
specific business unit or project.
Your partner should take the complexity out of
your billing by managing your cloud invoices.
Look for a managed cloud provider that will
give you a single invoice each month, instead of
hundreds, or thousands, of line items.
8.8.Fast
and
easy
support
Fast
and
easy
support
If your production system goes down, you can’t
afford to wait in a support queue or play phone
tag with a technician. How easy is it for you to
reach the right person if something goes wrong?
Your managed cloud partner should treat you
like a VIP and give you the contact info for
key personnel, such as the CIO and service
managers. You should also have a dedicated
account rep who understands your business and
has the authority to resolve issues.
Global
and
regional
coverage
9.9.Global
and
regional
market
coverage
If you have locations in different markets, you
need a managed cloud provider that makes it
easy for you to scale.

For example, they should offer free or costeffective support in your preferred languages.
Some vendors charge a premium for support in
additional languages. These costs can quickly
add up if you have global locations. Also, does
your partner have local time zone coverage,
local requirement knowledge, and cultural
proximity?
Data governance is also a concern when you
scale your cloud services at a global level.
Ask where your cloud provider will store your
data and if they can meet your residency
requirements. Also ask how they will transmit
your data through the cloud.
For example, if you issue a ticket in the U.S., will
it stay in the country or pass to someone on the
other side of the world? Your data may travel
through multiple jurisdictions as it moves from
Point A to Point B, making you accountable to
local laws and regulations.
10. Continuous
10.
Continuousinnovation
innovation
Technology continually evolves, and so should
your partner. Look for a managed cloud
provider that regularly invests in their technology
and service portfolio.
Before you sign a contract, ask about your
provider’s plans for growth. Do your long-term
goals align with each other? What is their
product roadmap for new cloud services?

33

Mission-Critical SAP Applications
5 More Qualities to Look For in a Cloud Partner
SAP is the backbone of many businesses. In fact, 87 percent of Forbes Global 2000 companies are SAP
customers. Many of these enterprises are moving their SAP systems to the cloud to gain new levels of agility
and deploy services quickly and cost-effectively. If you’re thinking about moving your mission-critical SAP
systems to the cloud, you can’t afford to take chances with your migration. Working with a trusted partner
can help you mitigate your risks during every phase of your cloud migration. The right partner can help
you avoid unplanned downtime that could impact your operations and bottom line. Here are five more
qualities to look for in a managed cloud provider for SAP:
1.1.Show
SAPthe
expertise
benefits

3.3.Responsiveness
Responsiveness

Many public cloud and managed service
providers fail to meet SAP‘s strict requirements for
running workloads. Ask about your provider’s
SLAs on SAP availability, performance, security,
and compliance. Do they offer enough memory
to support your SAP systems? Can they quickly
scale as your SAP environment grows?

The mission-critical nature of SAP means that
you can’t wait hours – or days – for technical
support. It’s essential that your managed cloud
provider resolves your problems quickly.

2.2.SAP
SAP
certified
certified
hardware
hardware
If your managed cloud provider doesn’t use
SAP-certified hardware, you’re putting yourself
at risk and sacrificing performance. Avoid these
risks by working with a managed cloud provider
that uses SAP-certified hardware. Also, ask how
frequently they refresh the hardware and if their
platform is elastic.

Ask about your provider’s SLA for incident
response times. Agreeing upon an incident
response SLA will prevent misunderstandings
and problems down the road.
Also look for a managed cloud provider that
has Platinum SAP teams, as this ensures that you
will get the highest level of support. The Platinum
level is meant to represent the top 5 percent of
SAP’s consulting force; it’s a level above the
traditional Senior or Principal consultant.

Guaranteed
availability
4.4.Guaranteed
availability
If your business runs on SAP, you can’t afford
downtime. Here are five questions that will help
you determine if a managed cloud provider can
keep you up and running:
• How does the provider test for availability
and disaster recovery?
• Can they replicate data within seconds of
its creation, if needed?
• What SLAs do they offer to ensure
availability?
• How often do they perform backups?
• Where do they store the backups?
Scalability
5.5.Scalability
Your managed cloud partner should make it easy
for you to scale. This includes quickly expanding
their team as you require more support. If your
managed cloud provider doesn’t have a large
enough team, your internal IT staff will need to
take on more work as your SAP environment
grows – which defeats the purpose of managed
hosting.
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Part 8:
The Syntax
Solution
Whether you have your IT systems on
your premises, in a private cloud, in the
public cloud, or you take a hybrid cloud
approach, Syntax has managed hosting,
managed cloud and managed cloud
security services and solutions to help you
with your current and future needs.
Plus, we have the experience and expertise
to ensure your applications — especially
your SAP and Microsoft applications — are
up and running, secure and backed up, no
matter where they are located physically or
virtually.
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Maximize Your Cloud Investment
Transform Your Business With Our Managed Cloud
When you partner with Syntax, you can quickly achieve the benefits of the cloud while freeing your internal
team to focus on innovation and business growth. We offer a full suite of managed cloud solutions that can
make your enterprise more agile, responsive, and competitive. We also have the expertise to ensure that
your SAP and Microsoft applications are always available and secure.

Managed Private Cloud

Managed Cloud Security Services

Syntax ensures that your private cloud is secure,
always available, and protected against data
loss. We offer multiple virtualization platforms
and hosting options. For example, our Syntax
private cloud infrastructure as a service (IaaS)
comes with support and operating system
licenses. Meanwhile, our platform as a service
(PaaS) includes the management of many
databases, along with backup and snapshots.

Many companies face significant challenges
around integrating cloud systems into their
business environment, specifically around
security and compliance. Syntax‘s cloud security
experts have extensive experience orchestrating
hybrid and multi-cloud environments and can
help to identify and close your security gaps.
We also monitor your cloud environments 24/7
and proactively address threats before they
impact your network.

Microsoft Services
As a certified Microsoft Cloud Solution Provider
(CSP), Syntax can help you drive more value
from your Azure investments. When you partner
with Syntax, you don’t need to worry about
Microsoft licensing, contracts, or billing; we take
care of everything for you. Our service desk is
also on-hand 24/7 to give you reliable support
that goes far beyond standard Microsoft support
services.

FIT is now SYNTAX
Syntax is a leading provider of
cloud and managed IT services
for SAP and Oracle customers.
Syntax has been providing
comprehensive technology
solutions to businesses of all sizes
since 1972.
Syntax recently acquired
global SAP services company,
Freudenberg IT (FIT), and cloudborn EmeraldCube Solutions.

SAP Services
As a long-time SAP partner, Syntax has the
expertise to ensure successful HANA and
S/4HANA installations. We can also provide
hosting and operational support for your entire
SAP suite.
Contact us today to begin transforming your
business with our managed cloud approach.

Want More?
Syntax.com
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